
Mobile Backup Solution 
 
 

Product: 
 
 
The product to be designed is an “Enterprise mobile data protection solution”.  
 

Main objectives: 
 
1) Make sure that the data that is there in the mobile phones/tablets being carried by employees is 

safely backed up in the server, so that the data can be restored to a new phone in case something 
happens to the phone that was backed up. 

2) Ability to destroy the data in the phone (remote wipe) through a remote console to make sure 
that the data in the phone is not available to the person who gets hold of the lost phone.  
a) This isn’t a must but will be a good value add to consider and differentiate 

 

Primary User:  
 
1. Employee: The app will be installed in the mobile phone or tablet of the corporate employee, it 
should silently work in the background to make sure that the new data that is being created in the 
phone is properly backed up in the server as per the policy received from the server.  
 
2. Administrator: The administrator will configure which folders should be backed up by the app and 
at what intervals though a backend.  That is out of scope for this development exercise. 
 

Features: 
 
 

Login: 
 
There should be a way to enter the corporate user name and password when the app starts for the 
first time.  
 
Once the credentials are validated (Which shall be demonstrated in the demo using Gmail/Microsoft 
account authentication), the user is logged in to the app until the password expires. There should be 
an option to enter the http(s) server to connect to for the entire process, since the server is going to 
be different for different corporates.  
 



Note: For the demo sake, internally you could ignore the server value and use standard servers that 
you will be talking to for authentication as well as for storage. Configuration related communications 
shall be properly stubbed using hardcoded JSON or XML files. 
 
 

Policy: 
 
The app should periodically refresh the policy from the server if there is a change in policy.  
 
The policy contains the list of folders that needs to be backed up from the device, and the interval in 
which the data should be backed up. Interval of 0 means, the data should be backed up whenever 
new data gets created in the device in the configured folders. User should have a provision to view 
the policy. 
 
The policy will also mention the number of revisions of the file to be maintained. This means the 
multiple revisions of the same file should be preserved with the cap as the “number of revisions”, the 
oldest item to be removed and the newest to be added to maintain the policy. 
 
The policy may have mobile device specific use cases like backup only if you are connected to the 
network, or has so much power remaining, etc., Feel free to define these in a suggestive manner. This 
would be a value add.  
 
The app user (employee) can add to the backup policy by adding a list of folders that he wants to be 
included in the backup in addition to what is already mentioned by the administrator. 
 

Backup: 
 
The app should backup only the files that have changed after the last backup was completed – may be 
using time stamp comparison or so. 
 
The app should backup immediately after the file is created or at regular schedules based on the 
policy.  
 
The backup file name and folder structure shall help us to be able to restore the file to the same exact 
location in a new device if required. 
 
Before the file is backed up, the entire file be hashed using SHA-2 and checked with the server 
whether the server has the # already. If so, the server will return a token which only has to be written 
to the backup file. This will help us to globally de-duplicate the data and not to transfer the data again 
to the server. Once the data is transferred, the app shall call the server to increment the reference 
count for the # value. Assume stubbed REST API calls as appropriate. 
 
The files being backed up shall be compressed using any standard compression technique. Optionally 
you could add provision for encrypting the data using AES-256. 
 
There should be a list of the files being protected and its protection status.  The view could show the 
number of revisions as well. 



 
 

Restore: 
 
There should be a view to see the backed up files with details about revisions etc. 
 
The user should be able to select the file and restore it. A default restore would get the file to the 
original location from where the file was backed up.  
 
The user should also be able to optionally redirect the file to some other location. 
 

Other considerations: 
 
The design should make sure that the app doesn’t drain the battery as much as possible. 
 

Remote Wipe (Optional value add that can be attempted) 
 
Demonstrate how we can go about doing the remote wipe using a command from the server, in case 
the device is lost. 
 
 

Coding Requirements 
 
Please design the app in such a way that the unknowns today can be replaced with real values in one 
place. The design should be generic enough to handle the changes in the external interfacing layers. 
All communication with the server will be http and hence we should be able to just change the server 
value and the app should just work as longs as the server gives out the data in the form expected by 
the app. 
 
All these details of have the app working with other servers etc., shall be documented clearly in the 
readme file. 
 
 
 
 


